
Amidst the exponential growth of data ingestion from the event sources for 
faster detection, the SIEM is generating a very high number of indicators of 
attack for SOC teams to act on. With the Managed Incident Response 
platform, we enable your security operations to respond swiftly to the cyber 
incidents and achieve better consistency irrespective of the time or day of 
the week. Our team with decades of experience in handling the blue team 
function have purpose-built the platform to reduce the probability of a miss 
oror human errors in the incident handling by embedding Artificial Intelli-
gence. Furthermore, the platform offers the use cases of SOC Orchestra-
tion and Machine Readable Threat Intelligence to enhance the overall 
incident handling capability.

In order to stay ahead of adversaries, the following empirical formula should 
always stay in True state. It states that the sum total of Time of Threat 
Detection and Response should always be less or equal to Time of an 
Attack to thrive. While threat modeling the attack vectors detected either by 
SIEM, EDR, Deception Solutions and/or Big Data Security Analytics, we 
have worked on reducing the Time for Incident Response by introducing the 
AI engines to support the humans.

TheThe platform can be integrated into existing SIEM, EDR, Deception 
solution, or Big Data Security Analytics solutions deployed at your organiza-
tion with the help of APIs. It is supplied with the readily available use cases 
of automated Incident Response, while our team will create the use cases 
additionally based on the threat score of your organization and datasets of 
event collector. Our platform led services team will assess the current 
deployment of the SIEM, EDR, etc. and fine tune the AI model to the context 
ofof your organization. The AI Engine delivers the risk score to every event 
based on the characteristics, 3rd party global intelligence feeds & the OSINT 

Benefits
Better learning and productivity:

An effective platform for sharing key 
insights and other information with 
others for quicker resolution of events.

ExploreExplore and learn from past investiga-
tions.

Machine learning capabilities  for fast 
and multi-linking incident investigations. 

Efficient SOC management and quick 
resolution times:

Leverage our automatic scoring mecha-
nism to block threats in real-time and 
also allow it for manual resolution. 

Get quick security posture analysis for 
better SOC management. 

Granular tracking of incident & analyst 
metrics.

Clear, Consistent, and detailed pro-
cesses:

A versatile platform to configure compli-
cated processes for seamless security 
operations.

A concise & clean dashboard that 
allows your team to have better visibility 
and control. 

Automatic and careful detection of 
duplicate investigations.

AbilityAbility to search across multiple 
domains, including investigations, inci-
dents, etc. 
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MANAGED INCIDENT 
RESPONSE PLATFORM
Accomplish machine-speed incident resolution & seamless security operations
with our security orchestration, automation and response platform.  

Figure 1: Attack Equation



(open source intelligence) of the respective attributes. The feeds can be IP address, Hash, CNC, Dark web monitoring, or URL values. 
Moreover, we also have support for CERN IN feeds.
TheThe risk score serves as the attribute of action criteria in the incident playbook definitions, thus enabling the SOC Orchestration for your 
teams. For example, if the risk score ranges from 8-10, the prevention action will be automated, however, if the score is less  than 8,  
then  different  threat  hunting  options are available. We are using global standards for the exchange of machine-readable threat intelli-
gence for the desired preventative or hunting action on the security controls, like next-gen firewall, IPS, WAF, Anti-Virus, DDoS Protec-
tor, etc. 
If your organization is on the pedestal of enhancing the security posture of OT and IoT deployments then the proposed solution can be 
modeled to achieve the Managed Incident Response, where it also fills the gap of existing skills deficiency.

Features 
Flexible Deployment and Investment Protection
WWe support integration with the SIEM, EDR, Deception Technol-
ogy solutions and Big Data Security Analytics by virtue of setting 
an API connection for the ingestion of events data. Our platform 
supports most integration methods including API standards, 
SDK methods and also the STIX/TAXI method of integration. 
We also support the integration with the next generation fire-
walls, IPS, URLF, AV and WAF solutions for their reconfiguration 
on the fly as the desired action for the prevention or containment 
of an attack. There is no need to replace the existing solutions 
of threat detection and security controls for prevention if they 
support API integration. Our solution brings in added flexibility 
by being able to consume different formats of IOC consumption 
and has been tested with XML, JSON, CSV, and other known 
formats. This helps in integrating to a variety of information 
sourcessources especially government and federal agencies. Hence 
our solutions offer investment protection.

Multivariate Analysis with AI
We assign the risk scores on the scale of 1-10 for each of the 
detected indicator of attack or pivot (IOA/IOP). This score is 
assigned on the basis of the characteristics picked by the ana-
lytics tools, like SIEM, EDR, etc., heuristics, and severity of the 
event classifiers. The risk score is further fed with the reinforced 
learning engine to build the relationships of any previous 
existing event. The multivariate engine also considers the threat 
feeds and OSINfeeds and OSINT before designating a final risk score.

Comprehensive Incident Response
ThereThere are well-defined incident response playbooks giving the 
options to the SOC team to orchestrate the action. For example, 
the admins can set up a threshold of 8 for the automatic action 
where the platform will reconfigure the firewalls, URL filtering 
solution, WAF, Antivirus hashes, Router ACLs, and Patterns for 
an Anti-Bot solution.  If the score is lesser than 8, then the oper-
ators get to the threat hunting dashboard. Any incidence 
responseresponse done by the platform is fully compliant to all global 
standards and processes. We keep a full audit trail of the actions 
capturing time of day, date, logged in entity, target device, etc.

Threat Hunting and Orchestration
The platform is integrated with Virus Total, IBM eXchange, Alien-
Vault OTX, and OSINT for harvesting the information for each of 
the potential threat events. Generally, we propose to our cus-
tomers to harvest the learnings from the Threat Hunting for the 
events with a risk score lesser than 8. The threat hunting dash-
board also supports the actions for the SOC Orchestration for 
reconfiguring the firewall, URLF, IPS, WAF, AV, etc. With the 
EDR solutions, deploying of the Threat Hunting functions can be 
customized to reconfigure the policies and profiles, etc.

System Requirements
Physical or Virtual Server,  Linux OS: Ubuntu 14.04 and 16.04, 
Centos 7.x, 8 GB RAM minimum (16 GB desired), 8 CPU cores 
minimum (16 desired).

Figure 2: MIR Platform Framework
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